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(57) Abstract: A key distribution method for the next 
generation network (NGN), includes: (a) a terminal 
sending a registration request message to a Softswitch; 
(b) the Softswitch sending a authentication request 
message to a authentication center; (c) the 
authentication center authenticating the terminal, then 
the Softswitch distributing the session key to the 
terminal after the registration authentication being 
passed. The invention implements the key distribution 
during the registration authentication, thus the traffic 
is less, and it could combine the specialty of the NGN, 
and improve the efficiency for solving the security 
problem, the registration authentication of the terminal 
and the distribution of the key are more fit for the 
NGN actually. 
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(57) ffiW 

fiJf&^-it % 4f\ „ ^ afl & -f ^ >± #>Aii£i±#l f £ &L % 4f\ , 

f - ngn nm^pj^'^. 
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^JCW^^tt^-^'f ^^I-f NGN (T 

¥) & >^i$i4rjfa k.i^mf 3 ^% , N ^ t P£ T M) PSTN/PLMN 

^f* o 

1 5 ^-^gjf* ^ ^^i±#l^o^^ NGN W ^ , ii^— 

3Mj"#L^t N^-Jr^-4r#>t IPSec ( N^^r-^-^) ^^^^ 

^ifrWari^l. ike ( , #*fov£-£-^#>& 

TLS i^m^^r) ^%m&%7T^ & TLS ^L&^iHi Handshake 
(#^-t^i5C) *t IKE t^i^^^^j^p^^^^^ 

20 Diffie-Hellman f^tlT 5 ^ D-H #^6^^^JL ( ?Piff ft 

IKE A— if, [sjBf^— 
ffi Handshake f^^m^^ ^MPL^H^ 6^ — >5r ( jL^j-Jl^ff ) & 
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NGN m&-Mj%f*&&te&&tf}$t&o NGN >NM?#E)tf 

NGN fit N 7 NGN i£/£-f /Ml * t $rHL7T 
10 NGN N &-#J £ o 

MM 

a) ^^^^^i^>i^^^4^f^>i^-; 

b ) &5L3#t&iMZ- 1 '^^^iA-iiif $ &-pf^*t £f ^ ^ iAii; 

i£%&,ft&&i!Hte&&5±&> &&&&&&&& fr&ft&£r&%&. 

cl ) iAiit Kc 
$ #1 % —m^^. & ; 

25 c3) Kc 
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— 3 — 

5 it & ^-mXis.^ $ & ; 

c6 Kc flf- ^iAiiE-t '^$i±#<^S£^ . 

tit, ^7 i^UMtft ^ fife ti tf) ML & & ; 

i o ^ *u* & # *& ts mrmt . 

*Tj£#f, ^^>i^W^4^>i^->^4^^ SIP+^>»>#&, 

iiviflU-^ Kfc^ 4 ^7 SIP t^i^^^E >ft ,& , ^fii>i* "fa & & 
7^7 SIP t^>£«fr^&^ ^ ,& . ' 

PJri&ysLjBtfft $L%&% MGCP 
15 ^t^^^^>^4^^^^^.^^^ MGCP W 

i^^t^M m&y3Lffi%&% MGCP ijHsu&£p># 

20 H.248t^i^^^_?iL^4^^^^4, ^^>»>^47t7 H.248iiN& 

Ti&#h ^f^vi«f^->ft'4^ H.323 i&i^^fr^t^, #r^>± 
^-^^^^4^7 H.323 #i^I^1^^^^4, #f^>i*ft&^7 H.323 
M>i«i>il> ^/fii>i*A^7^^>^4^7 H.323 t^>£*/&^># 
25 4. 

m. . 4fc £.&;3liUiE. t # T — ^ n & t > * yr T : 
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5 Cl ) iU£t '^^Mt^^^**^ Kc ^^i^t4MW^* 

Ksp^^^t^^^— t^f, Kc ^^/fii 

^ ^ ^ ^ Ksp $ ^ i&ff $ , $ ^ #J $ ^ ^ #T J*. 

10 

C3 ) ^ W-^iAii£ t '^^^J Kc — , t&fe 

15 

C5 ) ^L^_^:^#^^#^^f^>i*^^^^ 4 > ^/fiivi*^ 
>ft 4 1 &^vU£ t '^#J fX-^^^l Kc Ksp rip$>£ 
20 ^t^M^M^-^^l Ksp j^iUitt Ksp ^/p^ 

, ^VX Ffri&fa!8&&ift4rt£&&&&M& : & , fiM % 4#~ 
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*n&#> , #r i£v£$Hfr 4^>i*>ft' 4^ ^ SIP W*vi*;# 4 , 
5 f%&j3L j m 9mk?hM iti 4 ft sip jfrTSL*ft& .1. , ^r^i*^^ ^ M 4 

ft sip m^mf^^ % 4 o 

■sTi&fit. MGCP 

^^i^^Jtt^^^.^^^*^^^^^^^^ MGCP 
i^it^f^^4^^-^^^4, #f^>£*$4;# MGCP -fai$U&£p># 
io ,&;MW,&>#.&. 

;Mt "ft $ 4- , fftVL>3.-f& : M 4 : M 4 **i ^ 

H.248 W^-li^.?^^ $ 4- , #f ^>£^M 4^7 H.248 

it^p >ft &%L£- v ftM >ft 4- o 

15 Tii^, ^fi€>i#if^-^4^7 H.323#^l^^if^^'4, #ri£>± 

«U&^>&>#4;# H.323 m*.m^&$&'%>%, ffttitf3LWr%&% H.323 
^i^vi^-fr^-^4, ^ii>i*^^^^'4^ H.323 i^i^>i#A^^ 

20 i. «^t&#^&^^&^t, &&mM£i±m^£$i%^ 

^.it^-f NGNPg & l^'lt^L. 

2. ^Jl 1 ^ t^T^^#SIP> MGCP, H.248> H.323^ ^^-Rvi 

3. ^-^^ ti£^T^^# SIP, MGCP> H.248. H.323 
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a 1 A^J^^^^^^^^^l— 5ft NGN w^*^®; 

5 © 2 m i #f ^ 6t w &$t%tT^$LW frou? %&&\ 

10 iI/f£3±^M& ® ; 

a 5 sip t*-Rvi«A^a±#it g&wmtit 
m 6 a& mgcp mx^mki^itm^ m^w^^^^m 

15 m 7 A£ H.248 »>if«W t &#L#M^iL#l £;&#'JiHt 

m 8 H.323 ^i^>i*iAi£ii#l t ^JW4^Jl^j £afc#]ig/f# 

20 £ NGN N&-*h Ni^r^AE it NGN ^gP^^t^'J^J 

— ^-STtH-R*. ^^^f»^t*NGN l«J:*g., NGN P*) 

£ NGN W t > W mk.$r3Lg: &&m% > W ^^U£;OW , ® 

i A ngn — #tffi-¥-#-¥-*M&W ffl , ^4fc£.& ( 

NGN PR) iMfr * t > #.£.&il.i£ IP W ££-^#J ^ t W & , SIP ( 4r 



WO 2005/112338 



PCT/CN2005/000133 



— 7 — 

^%Lm t w mk.^r, mt^k^ ^ auc %m ^—^^ 

5 r Ht & £ ^^K&il/fl /* *lT>v; 

#T^i^t'^ AuC ^mn%^&^%,^%\> 

# *h , £f 3& 7fa#L 1*1 ^ HO ^ iU£ t AuC 4. & o 

10 NGN 1^1 , iti±#>i*iAii£it^^^t ^#1 

1T k> ft ^MfeiiilHt- £ > ^ $ iL# <ft ^ 
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^ ^ _Lt(7 t iS.'ft ^ , ^1 w t &^t4- 

(SP), &>f^*Mfc*t» 4t4-^3E^_L^l^l^i^-^l' H "l^^t 

% '] % (SBC, Session Border Controller), $r^£$M, ^VX^^J— ^ 
15 &ffe&&M&3&m^&2L^&&—&.$k&& IP N^t , -tM^^M! 

® 3 A—mt^^^k&fe ip f^^p^s^, fe^^m^r 

20 iiltHj W ifc t *P ^ # 4rvk % & . 

si.^&^rt^iUfu^^ i't 
25 #i&^>£*HMl, ftxi^t^s, ^r^>i«f^^'i4^t 

IDc||IDsp||Nl||TSl 
-IDc: #iPx*f^ 
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-IDsp: #iVft4-fW 

-Nl: ^/L#bM^'J-t> J3^#iR^M^ML, ilt^^^M: 

^15] ) 

5 -TS1: m^4-Kmki£^W^M>li4-fcmt)Qi4fA 

IDc || IDsp 
10 -IDc: 

-IDsp: #-i,Mt4-fU£; 

s3.^^>^^^^Mt4, iSjiUiEt'^ (AuC) ^ 
tt!^t^^^^A«f^^4 5 ID 
ID, i^t^Mlt &^t4^T: 
15 IDc || IDsp 

-IDc: 

-IDsp: ^?,m%^?^m^At^AK^-\ 

s4.iAi£t <^#4W*&#^ ID, ^t4-Ri®#-iX ID, 
^^¥j^^mn Kc ^^^t4M^^*^#l Ksp ^'SiUMt 
20 4, ^4^r4WtRand, & Rand, IDc^^^Kc^— 

^i^t^f^^^— ^ri^^ Authenticatorc, flti A^f ^Mt4-R 
J^fi]^J^-i#^^ Kc,sp, ?f^#J&^^^| Kc ^ Ksp *t#ri£^£ 
^^Kc,sp;fa^, #Rand, J&rtiE.^ ^^^^^H^^l Kc,sp#^4£ 

25 It 4: 

IDc || IDsp || Rand || Authenticatorc || EKc [Kc,sp] || EKsp [Kc,sp] 
gr^: Authenticatorc = f m(Kc, Rand, IDc) 

-IDc: 

- IDsp : #%Mt4M^S 
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-Rand: ISfoWt, ft -fiktt-^ '^i+lpiHiE^ , iUit Rand 

- Authenticatorc: IfciMF, T , 

- EKc [Kc,sp] : iAii t ^ ^ Kc fa & it "kit % 4fi 
Kc,sp 

- EKsp [Kc,sp]: ikiSL^ '^^^43 Ksp fa%it^4titm^ 
Kc,sp 

Rand, it $ + &t^Tt 4: 

IDc || IDsp || Rand 
-IDc: #iR£f5& 
-IDsp: #iMt4M^3S 

- Rand: 7*7 iU£ t Jti^Ht^M^S 6t ^Mfe; 
^■j-^v^^fiMs. , m #>i#^^ p i^^ $ &4Ml t tLte^UK^ Rand, 

4, «Mct&^T^4: 

IDc || IDsp || Nl || N2 || TS2 || Rand 
-IDc: 

-IDsp: #iMt4M^ 

-Nl: ftif^^^t^^^vi^->^4l^t^ Nl, Jfl^*t 

-N2: m ^#i*^^ML 
-TS2: JD-f ^f^miHtfH]^, 

- Rand: ^ iU£ t i 6$ 

^#^1 7.^i&i&i££-^^#) Kc, %-r&Lfci?, IDc ^t4-^Si4 



WO 2005/112338 



PCT/CN2005/000133 



— 11 — 

$ ,&*ML t &te#ri+ #1 % Authenticatorc , fttir&M 

*>&*^ TLS A*4^F" )» «^L#— #t*^«fe^ ^^*^t,| , 

5 ft4-ft&ftfefe^&tt4r&$lfifrfa&&ft&&&~^&&tt& J & 

l&jji&f^t, it>i#^4^t &^-Mt&: 

IDc |1 Nl|| N2 || TS3 || Authenticatorc|| Security mechanism list 
^r^: Authenticatorc = f(Kc, Rand, IDc) 

-IDc: 

10 -Nl: ^^l&WJbM^J^-, Jf) 1^#iR^M^ML 

- TS3 : ih-ft4-^^^iat I*] ^ 
-Authenticatorc: iHiMF, &£fs&ikil 

- Security mechanism list: tfj Jj%JJL&&&\ &\ 

IDc || IDsp| | Authenticatorc 
-IDc: #-£R£H& 
20 -IDsp: #iMt4M^3£ 

-Authenticatorc: |&Ta£^, 

st, jno$tfifc£jft., ^r*^>i^j^j^ p ^^^4> st, 

it >fr 1 1^1 Bt ^ & iU£ t 4. M, tfi & i± Kc ^ Ksp ^ 

$;£#^^^4^£^f3#«£-p£-$43 Kc,sp, ^^i^MLteL^* 
-pft&: 

IDc || IDsp || EKc[Kc,sp] || EKsp[Kc,sp] 
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-IDc: 

-IDsp: #iMt4-ft3£ 

- EKc[Kc 5 sp]: ^iUM 1 >**m Kc ^p^^^-^-ft^ 

31-^fi]^^#^^ Kc,sp 
5 - EKsp[Kc,sp]: #iU£t ^-^^ Ksp ii^^i^^^At^ 

4iJg.ZM¥i<k J i£%& Kc,sp; 

j£i3L*fr;&3& "ft 4 , it tH t & iM£ t & ft & 

Kc M % J$ ¥} $ 4ft Kc,sp , 1*1 Bt vifc^ ^7 p fr M : M & t 

fit ±s U %3*-s& ¥] 4t^r it ±i ( ft -f iA-i2L 

iM£^ >v$L&¥)&i±Ksp Kc,spai-ft^^*hS, %■ 

#jKc,sp, Kcsp^t^-^^^^^^Xit^^^i^ MAC, $ 

it 4: 

IDc || IDsp || Nl || N2 |1 TS4 || EKc[Kc,sp] || || Security mechanism || 
Security mechanism list(c) || fin ( Kc,sp, ) 
-IDc: 

20 -IDsp: #iMt4-ftS 

- Nl : ^) -f #iR*t£f flHML# ^ 
-N2: Jfli^iMs-aMML 

-TS4: jl]i"^^ii0t^S 

-EKc[Kc,sp]: T^iAiit -£-3^43 Kc ^^#7*M&-^f 
25 3g^L fi] 6t $ #1 Kc,sp 

- Security mechanism: -ffMa»^^^f^^a^ 

- Security mechanism list: *f *J& i) &tf4t&1fefi 



WO 2005/112338 



PCT/CN2005/000133 



— 13- 

- fhi ( Kc,sp, *ML ): m 4H£%4ft Kc,sp tfgr^&JL&frfofr 

5 iMfc^>^%r£.tf]4rfe%4fi Kc,sp; 

^/j=S^t4, I?] Bt^^t^^Aiit 'VgL&tfj&it Ksp ^p^^^"^ 
Kc,sp, Kc,sp 3H£^4M^3&ill§J$ML#| MAC, ^St 

IDc 1| IDsp || IPc || ... 
15 -IDc: 

-IDsp: #iMt4M^3£- 

IPc: ^vi^-^IP^iit, T^A^i±^t4-^^.^^ 
^ IP Mk.it. 

20 0 5 A^JC 0 ^;^) SIP 1?M&a&4r >i#HUiE.# Jr^il/ftiifl, <f^ 

t^>i»^>S.I^M^ sip m^^—^W 

^iiit^tii#lt^-^^t^^4, sl> s2, viflKf 

25 SIP -f^t^>i*^4s -&#*s5, iNfc s6, vi-flfr&.JtfL'fc 

SIP #^t^ p ^^4^ 5 &t401: ^SIPt^-Rt^^ 
^.MW, ^^^^*t^i&#iUiE., 407: # SIP tH*t<tf p 6 
^tt-MW, ^Tb^^t^iiWAiit, s7, s8, * 

*T>i*^4-t^^ SIPt^t^vi^^'4; £#*s9, #WslO, 
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&i&fl#iU£tti5l, m%JZft%&rt^ft, T^iW^iM, 

Radius , Diameter „ 
5 © 6 MGCP ( n Sk&M-foTSL ) tHO^t>£$HA 

-ii^jL^it^tii#i, \nunm^%^\t^\\?%-%fr\, tomtit 

t JR. jM$-_ti£ii.# flMi. 1 6t ^$Hfa p ftj£ $ 4 ^-fc^ ^ MGCP 

4 7b MGCP f^-R t ^ & ^*&>ft 4^4- RSIP : M 4; £ 

MGCP NOTIFY, 

15 j£feiA-i£; fe-^ms9. #4f slO, >i«^7^>^ 4>b MGCP -isHX-t 
^it^f^^'4^4-RQNT, it^p^iAii^; ^#4ts3, s4> sll 

fafeM.ffify&tfj^ft, -sr^^-^^l^ tfjVhTtL, 1* Radius, Diameter 

20 ® 7 A;Mt^ H.248 i^iJlii#>i*iA-ii£^^^it^ti±^, ^ 

»X peg ^m^b ■&r%4£4-'PiM% &\ > #ri£ii/ffri±^ t JR ^# 
#lt ^vi*^^^^4^7b^r^6^ H.248 +^iJU#4, >jfu#lt#— # 

m. tfi % 4 m% ^ ft x^t^m t # ^ a— ^ ^ . 

^^it'ftit^t^-^^^-^^'^, sK s2, vi^Hf 

25 H.248 #&&Jlfc^^&&^^&'^ SERVICE 

CHANGE J^*fr,El>#4 Rsp, jtbElt^^ # M,fH£i£AJ^£& > ^ 
feL$r; iff s5. #*s6, &1&*Jlk*hM y'H 47b H.248 #>i^t^J 
Ate-jiBt^-M^ MODIFY, &^&%&t&^^2&^Ti>M3L, 
W s7> #m s8, *#>i^->^47b H.248 i^-R + ^ $ 4^4~ 
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NOTIFY, &i£&&2LMik&-; fc^l s9, ^* slO, >iL$b&^^ 

>W 43? H.248 t^iXt fhJ&fegJkft 4#^ MODIFY, 

^; ff7#3fls3. s4, sll t#>#4, J8'J^*^^PH^iSC>SL^r^:M. 

5 -kv Radius x Diameter #o 

m- 1 vi^M*"^ ^ 4 H.323 1>H*># 4 , v/^-i- t # 

10 ^3£it^til^t^^#^^4, si, s2, iifltffr 

#->fc'4# H.323 "IsH&ttf GK-iW^'4, ^^ifAMGK; 
3Hs5. #*s6, vi^-^jat^^'4^ H.323 Mt^ GK4E&>#4, 

s8, H.323 m^m^mf^H^, 

15 ^iA^t4, £iH*s9, slO, viL«^ p 6 

H.323#^t^>i*^^4, it^p^iAii^^; ffi^Nfc 
S3. s4, sll t^>W4, Jltfi*JWM***Hi*i^fr£#> -sT^Aii-ffl 
6*1 iME-feH* , J*J ^ !*J , ^ ^JpsL^ I^J #f liHX. , > Radius , 

Diameter „ 
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fe £r & 

10 cl ) iAiit'^M/i"-^^^*^^ Kc 4u&*J-*Mife#f#-- 3Hi£ 

c3) ^^^iAiit'^^^^^^IKci^^—^^, 
^T-iAiio 

3, ^MMM'J^^ 2 fftW&tftfr&yjte. ft c) 

20 c5) ^.^^^J^f^i4^>i*^^^^^4 5 #p£>±^^ p 6^># 

c6 )^i^lU^/T^^^^ Kc If-^iAiiE-t '^Jjv%i±tf4?i£%4f\ . 
25 ^^^^^^^^^^#6t^^^^J^^^ 
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5> 1-4 W^W^^yk, g-ftfe&T, 

sip i^iSL^M $ 4 , Pfr&&.-ffi&&ihM >ft sip 

5 6> jm&^'J^ 1-4 m&mn-fr%Li>r&, 

^^:±mf^M,t^ mgcp m>L& $fc$L&i$&&.£r*k&#\ 4, #r££. 

?i^^Jlt^>^>^4^i!i^A^p^^^4J^^ MGCP ^iXit^f^ 

4^^i^2>#4, #fi£>iiM4^ MGCP i^iSLia^p^,^^-^^^ 
i? 

10 7, 4M&#U'J^#- 1-4 &—&WiiLt8&fr2L3-&, 

wm3Lmf^M>%% h.248 

4, &&&MM*&^&.%&fy% H.248 i>H>C4#: 

^.?1^4^^^^4, ^fii>i#>^4^ H.248 m>U&£p>'ti&ZL&*fa 

15 8, #4N**J^-#- 1-4 te— ^#T^^^>£, *#^-f, 

H.323 i&i*H^Ei&>#4, #fi£>iL«&^ H.323 1^>J£$Kfr^ 
>ft 4 , ^tiivi*^^/ "fc^ >W 4 % H.323 M>if^^ >ft 4 o 

A ) ^^itit^t4-^^i^^^^.i^>i«f 4-if 

10, ^&$&&9 WtiLtfj&&frj£L&&, Jt&fe&T, #411 C) 
CI ) Kc M3Ll?'lt4^&tf]-&& 
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Ksp m^, &jeM&T5aL-&$-&4n kc fc^m 

C3) ^WM&^i^^t'^^^^^Kc^.^^— ^i5£^, 

10 

C) t, ^f^^^^^T^#*i^^^4fL^fii^-^^: 

C5 )^^i^^t4-^S#^^>i«^^^^4, ^iivi« 
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